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As part of Internet Safety Day, we asked an
anonoymous range of KS2 children which
games and apps they regularly use.

This guide includes information pages
on some of the most common games
they said they played.




ﬁ‘rll.mmﬂ Oniline Safety we believe in em) parents, carers and trusted adults with the information they need to hald an informed conversathon about online safety with their children, should they

it is neaded. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

ONLINE CONTENT

10 tips to keep your children safe online

Thehﬂnwthuhnshmdheﬂ:ilﬂyhmnmmmmwﬂmdﬂmmmauwmmmm

MONITOR VIEWING HABITS
Understand v

Whilst most apps have moderation tools, what seem
inappropriate r.:untﬁnt can still slip through
the net.

the .J_,’J,J .LrJ.J m :
age-limit.

CHANGE PRIVACY SETT I'HGS

Make accounts private and set
content filters and parental
controls where possible.

ENCOURAGE CRITICAL THINKING

Talk about what people might post
online and why some posts could
cause distress.

National

Online -

Safety Ifa child has been affected by something
#WakeUpWednesday they've seen online, seek support from your

school's safeguarding lead.

www.nationalonlinesafety.com Twitter- @natonlinesafety  Facebook - /NationalOnlineSafety Instagram - @NatmnalﬂnlmeSafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 16.09.2020




At Mational Online Safety, we balisve in esmpowering parents, carers and tristed adulls with the infermation te hald an informed coenversation abeut anline safety with their children, should They
fee| it s neesdad. Thit guids focu ses on one of many apps that we believe irusted adults should be aware of, Mleass visit wwaLnationalonlinesately.com for further guides, hints and tips for adults

What Parents & Carers Need to Know about

> YOUTUBE -

YouTube is a video-sharing secial media platform thot allows billions of people around the world to watch,
o, share and upload their own videos with a vast range of content = including sport, entertainment,
. % education and lots more. It's a superb space for people to consume content that they're
. interested in, As o result, this astronomically popular platferm has hod a huge so

“"ll.‘\ impact: influencing online culture on a global scale and creating new celebrities
- T
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(' Y HIGH VISIBILITY

Content creators can also be put ot

risk - especially young ones who try to
muake their online presence as visible

as poessible. Creating and uploadin
content exposes children to potential
harassment and toxicity from the
comments section, along with the
possibility of direct messaging from
stran . Wideos posted publicly can be
watc by anyone in the world.

o

INAPPROPRIATE CONTENT

YouTube is free and con be accessed
~ wvia numerous devices, even without
creating o YouTube account. Some
content is flogged as ‘oge-restricted’
{requiring the user to be logged into an
account with a verified age of 18}, but
children can still view some mildly
imElmpﬁutn material. This can include
profanity and violence, which some
young users may find upsetting.

TRENDS AND CHALLENGES

YouTube is teeming with trends,
challenges and memes that are fun to
watch and join in with. Children often find
these immensely entertaining and might
want to try them out, Most chollenges

tend to be safe, but many others moy

harm children through either wotching or
copying. The painful *salt and ice -
challengs’, which can couse injuries very —
quickly, is just one of many su

axamples.

SNEAKY SCAMMERS

Papular YouTube channels regularly have
scammers posing as a well-known
influencer in the comments section,
attempting to lure users inte clicking on
their phishing links, Scammers
impersenate YouTubers by adoptin

their names and profile images, an

s sometimes offer cash gifts or "get rich \t

| :
CONNECT WITH STRANGERS

YouTube is o social media platform

which allows people to intaract with
- other (usually unknown) users. Account
~ holders can leave comments on any
video they hove aoccess to, as well as
messaging other users dire ¥
Connecting with strangers online, of
course, can potantially lead to children
being ex ed to odult languages, to
cyberbu '.rlngnun-d aven to ancountering
online predators. f

SUGGESTED CONTENT E

YouTube recommends videos related to
what the user has previously watched on
" their account, aiming to provide content
that will interest them. This is intended to
be helpiul but can also lead to
binge-watching and the risk of screen
addiction, especially il 'aute-play” is
activated, Users without an account are
shown ular videos from the last 24
hours, which might not always be

tultubhl:hll ren. . & i “ - T .
A\~ for Parents & Carers ( ? :

.+ APPLY RESTRICTED MODE TRY GOOGLE FAMILY CHECK PRIVACY SETTINGS

-

uick’ schemes, Children may not realise
that these users are not wha they claim

to be.

Restricted Mode is an optlonal setting that Creating a Google Famlly account allows YouTube gives users the option of uploading

prevents YouTube from shnwln%lnuppmprlum you to monitor what your child Is watching, videos oz ‘private’ or 'uniisted” - o they could

content (such as drug and alecohol abuse, graphie u?lnudln and sharing with other users. It be shared exclusively with family and friends,

violence ond sexual s uutlnns} o undam?a will also display their Fecently watched videos, for example. Comments on videos can olso be

viewers. To prevent your child from chancing searches and recommended videos. In general, o dizabled and channels that your child is

across age-inappropriate content on the Google Family account gilvas u an oversight of subscribed to can be hidden. If your child is onl
latform, we would recommend enabling how your child iz using sites like YouTube and uploading videos that are protected os ‘private’,
estricted Mode on each device that your helps you ensure they are only accessing they are far less likely to receive direct

child uses to access YouTube. I:Ew appropriate content. messages from strangers.
CHECK OTHER PLATFORMS <35 MONITOR ENGAGEMENT i, O

= j
Influential content creators usuulH have i‘i“\‘ YouTube is the online viewing platiorm of Although YouTube is free, it does offer some e
other sociol media accounts which they choice for billions of people, many of them in-app purchases: users can rent and buy TV
encourage their fons to follow. Having an open children. Younger children will watch shows and movies to watch, for example. If 4
discussion about this with your child makes it different content to older ones, of course, and you're not comfortable with your chil
easier to find out how else they might be react te content differently. You may want to purchasing content online, limit their access to
following a particular creator online. It also kaag'un aye on how your child interacts with our bank cards and online paymeant methods.
opens up avenues for you to check out that content on YouTube — and, if applicable, with unﬁ:urﬂnts have discovered to their cost that
creator's other channels to see what type of content creators — to understand the types a ch Ih‘.‘:gll devouring o paid-for series
content your child is being exposed to. of videos they are interasted in. quickly leads to an unexpected billl
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Meet Our Expert .
Clare Godwin {l::l.lc.u. lu|1t:|'m:|'||':'1 Fvas wiorked oS an editor and \
J-::luml::li::'l i Lheiz gnming irl:lu:.'tqr since 2015, pru'\.'|r.iir|g |
wiebsites with event coverage, reviews and gaming guides.

She s the awmer ol lul1|:|wﬁ|fG-::|rr|I|1g and is currently w:’bdc’irlg

on varous garming-related projects iIncluding game

development and writing non-fiction boaks.

@ www.nationalonlinesafety.com '@namnlinemfew n [NationalOnlineSafety @ @nationalonlinesafety
Users of this gulde do so at thelr ewn discretion. Ne llability [ entered Into. Current as of the date of release: 26.00,.2022
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were claiming that more than hall of children in the USAT play,it¥as/a sandbox title!

l[ Roblox Is one of the most popular,video games on the market: By,2020, the game s makers
5‘ Roblox offers a huge'amaunt/of creative freedom:|it léts players credte thieirown

* which can then be shared with

Ygaming experiences with't hc'RaYE_I_n_x-studiutubuilaﬁ=ﬁ"m levels and games) .

.
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CONTACT WITH STRANGERS

)

E l
Roblox encouroges players to J
communicate online {including a
group chat focility). This could expose

an to risks such os scammers, online il
emdutnm. harassment, griefers and more. gl

he in-gome chot has some filters, butisnt "l

perfect: players can still send harmful
messa to others - such as general
hostility - while predators can reach out to
children directly.

——
PUBLIC SERVERS

Roblox has private or VIP servers

which allow people to lpln:wl exclusively

with their friends, but this costs money.
Most Reblox players will instead be on
public servers that anyone can join. Servers
can host games which focus on all kinds of
aspects, including direct player interaction.
Some games and servers, therefore, will put
children more at risk of contact from
strangers than others.

lother players online|Roblox fosters creative
F thinking and enjoys a'r I;uu:t_'&nllna community,of fans?

oL

ONLINE DATERS

These are also called ‘ODers’

and are quite common in Roblox. An

ODer is an individual who joins o game with
the intention of finding someone to date
online - and eventually meet in person. Such
online dating is against the Roblox
commun I;Lguh:la ines, but this usuall
doesn't deter ODers. Some player-built
Roblox gome worlds hove even been
da;lignad with online dating specifically in
mind.

LD e W B 5, [ |
IN-APP PURCHASES -

Roblox is actually free to downlood
and play, but bear in mind that M
there are some hidden costs. Players =,
are encoura to moke purchases

in the game, for example, using real

money, People can also buy extra
Robux(the in-game currency) to

spend on cosmetic items in the gome,

ond some private or VIP servers also

have o cost.

Vi
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SET PARENTAL CONTROLS ) DISABLE PRIVATE MESSAGING

Roblox eomes with several parental control options, 'I Roblox's private messaging function raises the

which are explained well on the game’s official risk of children being contacted by pnnl:\la they
website. It's eszentlal to enter the correct date of birth mug not want to speak with - patentially s
for your child, as that allows Roblox to automatically leading to bullying, horassment, texicity and o
gl ply the appropriate chat ﬂltnrs.Thﬁﬁu'n- alzo scam attempts. The game allows you to dizable
thiy

MONITOR SPENDING

If they don’t understand they're using real money, it's easy for
children to accidentally spend o sizeable amount in the game.
Using parental controls to place limits on their spending will help
aveld any nasty financial surprises. Ensuring that you have
two-factor authentication en your payment occounts also maokes it
harder for your child to gpend money inadvertently,

Meet Our Expert

Clare Godwin (oo, Lunawolf] has worked as on editorand
joumalist in the goming industry since 2015, providing
websites with event coveroge, reviews and goming guides.
She is the owner of Lunawolf Gaming and is currently
working on various goming-related projects including
gome development ond writing non-fiction books.

your child k= a Roblox fan, it's importan
regulary about who they are playing the game with.

PRIVATE SERVERS

If your ehild has genuine friends who they Reblox
anline with, paying for a private or VIP server decreases
the risk of contoct
some pla
necess

lows parents and carers to set mon gpending messages from anyone who hasn't been added
restrl = and monitor their child's account. as a friend an your ehild's account.
o . Fa

Y DEALING WITH STRANGERS Q? P‘
atu::ﬁmh:E:‘i:n;eh;:m:itrhﬂ?:r:llqopmant, your child will need to 4 ﬂ‘:ﬁ'ﬁ

ngers. Even then, however,

could invite other = wheo might not

be child friendly - i & rrhluln sarver. If
to talk with them

ers online. Show them how to
block and report any users who are upsetting them or askin,
uncomfortable questions. Talking to
= and what they should never tell a stranger online - will help them
understand how to communicate with others safely in the digital world.

about what's OK fo diseuss

National
__ Online
& Safety’

% H#WakeUpWednesday

W @natonlinesafety I /nationalonlinesafety

@ @nationalonlinesafety

d‘ @national_online_safety

Usars of thie guide do so at thelr ewn discration. Me llabllity [s entered Inta, Current os of the date of release: 13.10,2023




At Hatlonal Online Safety, we belleve In empowering parents, carers and trusted adults with the infarmation te held an informed converasation about online safety with their chilldren, should they fesl
It la needed. This guldes focuses on one platferm of many which we befleve trusted adults should be awars of, Pleass vish wiww. nationalonlinesalety.com tor further guides, hints and tips for adults.

What Parents & Carers qud"trq'\gnow abouty * ¥
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Metflix is a subscription-based streaming service that allows users to watch TV shows and movies on any.
nternet-enabled device that supports the software, such as smart TVs, phones and tablets. The pandemic saw/a
urge in children consuming on-demand content as many families relaxed their screen-time rules. Metflixis
diverse range of programming caters for all age groups - so it's important for parents to recognise the potential

-
HACKING ATTEMPTS .,

with millions of users worldwide, Netfilx is
often targeted by hockers who "{n“
steal usernames and passwords to gain
access to reopli’s accounts. If
successful, they can then steal payment
detalls or try to sell stolen personal data
on the dark web, providing other
criminals with a profitable opportunity.
Metfilx aiso dossn't provide ~factor
authentication, making the hackers’ task
that little bit easler.

CONTACT FROM STRANGERS

Metflix's Teleparty feature became
popular during lockdown periods as it
llows users from different hou Ids
friends and relatives, for example) to
synchronise when they watch content. It
uires an access link to be sent to the
ﬁunpluyﬂu wish to invite: the link,
owever, can also be distributed to
imn{p‘?.yau don’t know. A text chat
Ba enables interaction with the
other users in real-time: this
represents a risk to children if a
stranger gains access to the
Teleparty.

INAPPROPRIATE CONTENT

| Metfiix produces and curates an

extensive catalogue of content that can

provide hours of entertainment. If

share the same user account as an adult,

this can ntlally lead to children

acciden nllulwlng all manner of

IMF;rnprlu content, lncludlng]_nhudltjr,
rofanity ond extreme violence. This can
.mun saslly on shared accounts, as

Netfllx cannot establish who's watching.

BINGE-WATCHING

Netfllx allows users to view shows and
movies quickly and easily without
adverts or interruptions, making
excessive screen time a concern.
Binge-watching has become

mene common during the Lo
pandemic, due to Netflix's

ragularly updated contant and

algeorithms which recommend

content very similar to what's

previously been enjoyed. Marathon J
viewing sesslons can lead to children -
staying up too late, affecting their
mood and concentration the next day.

SCREEN ADDICTION A -

¥ From Tve and phones to coneoles and | 5+ '.\
tablets, Netflix Is avallable on almost any |
device with an Iinternst connection -
making It extremely difficult to manoge \
cgldlrilrun'l u:ru:: I'l:rnn. Thiirourﬂu Isnow . |
adding games & Mol a ==
tempt r|n users to spend wunpr%un time

on the plattorm. Screen addiction can

= dis children from Important \?
activities like schoolwork and socialising,
and can Impact thelr health by reducing ’
their exercise and sleep.

L . l‘_.-'.5.

>Adv?ce for 'Parents & Carers

Lt

KEEP ACCOUNTS SECURE CHECK MATURITY RATING CREATE A WIDS' PROFILE
Netflix doesn't use two-factor Netflix warns about content that Setting up a Netflix Kids experience
authentication, so a strong password is includes violence, sex, profanity and profile means your child can only
vital. Your child's Netflix password should nudity. These warnings form part of the access content which is suitable for
be unique (not one they've used elsewhere) show or movie's ‘'ma urﬂutt.‘ bn;‘. mmﬂﬁ children a up to 12 years. All other content
and a minimum of ei characters with a mix Users can restrict age ngs to avoid is automatically blocked. This can be
of letters, numbers and bols. Emphasise not children viewing ug-—lnngprn ate content. further restricted via the child's profile settings.
to share their login details with anyone and ©n their profile, open the Profile and Parental Setting up a Netflix Kids ﬂrirlinu rofile wi
remind them to always log out after using the Control settings and choose the maturity level help to prevent your child from viewing
app - so their account remains inaccessible, for the shows and movies you want to allow. age-inappropriate content.
even if their device is lost or stolen. e

— e

| S

SETUPPROFIEPINS LGk  SWITCHOFFAUTO-PLAY . CHECKVIEWING HABITS
HNetflix account holders can lock profiles using a When a show or movie concludes, Netflix's Metflix has tools which enable parents
four-digit PIN. Doing this can prevent your ch algorithms select content with similar themes and carers to monitor what their child
from accessing the account and viewing that it thinks your child will enjoy next. This new has been watching. Selecting “Viewin
content that isn't appropriate for their agt. Try content starts automatically after a 10-second Activity’ in each profile’s account s
setting a PIN for sach account on Hatflix countdown. Disal this auto-play faature isplays a [ist of what content has been viewed
app - ideally aveiding numbers that would be raduces the possibility of your child being shown and when). This can reassure parents that
easily guessed, such as dates of birth. somathing innpprnpre;tn and provides a natural eir child is wtnhi:a%grappm ate content
Remember not to share these PINs with anyone, break to hel rv-ntm becoming too / and can open aven r discus
including family. immersed in Netflix. child"s favourite shows and mevies, and why

thay like them,
J TN .
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Dr Claire Sutheriand ks an online sofety consultant, educator and v “\
ressarcher who hos developed ond implemented anti=builying
and cyber safety policies for schools. She has written varlous
ocademic papers and carried out research for the Australian
government comparing Internet Lse and sexting behaviour of
young pecple in the UK, USA and Australia,
LW ’ .‘l o - ~
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@ www.nationalonlinesafety.com '@natnnline&ufety n [NationalOnlineSafety @ @nationalonlinesafety

Ugers of this guide do so at thelr own discretion. Mo liability is entered inte. Current as of the date of release: 10.11.2021
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it is needod. This guide focuses on one of many games which we believe trusted adults should be oware of. Please visit www.nationalonlinesatety_com for further guides, hints and tips for adults.

What Parents & Carers Need to Know about

Fortnite iy, be something ofa) veteran rJgumng terms l:hmrrng launched back:in: EOI?}\" but it remains

musswahr;pnpulah;kwlth miore than 250]millionpi p-enpla plw_.rlng onling warymgnthﬁhut is/partially |

1 due to the compatltlw nature of Its player=wvs= plqyar.comb-ut Tits por p-up culture crossovers and ts

"HHAT ARE constantly shifting mu&,_'slgml’cnm'l.'li':dmes are rolledout with e Bach| naw&rﬂslon of the guma..____i
THE RISKS? b = known as chopters)— and within these sit shortergseasons;, whlch hrrng mare subtle

ey

changes. The latest iteration, r:hupter 4'season 2 adds a cyharpunkﬂamad city and [ L R |

b o e [ L
animes styla areas, for example, along with new weapons and churu CLErs’ ““.‘
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I3

National
Online
Safety’

Meet OQur Expert

Ly Ceerrbein B Efitar in Chinl of gersing and arperts alle GoResan and
It watioed in thir g armiing madia far arouted faur yaars, A leog=time
garre, hu bt alis & patent and tharelens g keen cdvecosn of crlom selaty,
Wirksing mainly citeut ich and feneas, hie artiches hotv baen publihed
of Infiue reiel sites Inciuding iGH and TechRodar,
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At Hatlonal Online Safety, we belleve In empowering parents, carers and trusted adults with the infarmation te held an informed commeraation about online safety with their chilldren, should they fesl
It ke neadad. This guids focuses on one of many gomes which we balleva trustsd adults should be aware of. Pleges vislt www.natlenalonlinesotety.com for further guldes, hints and thpe lor adults.

| . What{Parentsi& Carers Need to Know about
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Minecraft is a beloved classic of modern gaming. | this ﬁpim-nﬂn‘ mumrmﬂ
building ond exploration still has over 140 millien players who happily return to play it ot least once every
month. Minecraft hos also been utilised for much more than just entertainment: it's sometimes used in
schools to teach children ceding, and it's also employed as a tool for computer-oided design, .
which is another valuable skill. Encouraging creativity and problem solving, Minecraft has .

plenty to offer gamers of all ages, and it's available on almost all video goame platforms. - -
Ll
il = — = )
£ /’ o~

SCARY ELEMENTS

The visual design and ﬂ of
there s nothing bo UNEoWara in the game.

- PUBLIC SERVERS

Julnln? a&ubll: network (called a

your child potential
interact with strangers through chat.
Some servers focus on bullding, while

are dedicated to role-playing -
m. Anyo encountered might a little too scary for
”“hﬁﬁimrf‘m mnamﬂi:' to w"p' very youn gtphurl!n n the game, n-mlﬂn-mm
ple. Public server IP addresses come out at night and are accompanied by
nmt 1h:$m someone‘s location) are easy audio - such as rombie mooans and skeleton
with search engines. ‘ bone rattles = that may unnerve young ones.

D | £

GRIEFING ADDITIONAL PURCHASES

iumu ungh in ulnm:rul't delight in ﬂm Fr' After initially buying the game,

sefully damagi nF D | players can make optional extra
un her player's cre un. ThT- is called ﬂm | rchases for cosmetic items and other
‘griefin |md Iz a form of bullying: it (THT - onuses. Minecraft Realms is an optional
intentional ||| someone else s : [} online su tion (requiring regular
experience in ome by deleting hours of I ents) that lets users run a multiplayer

thelr work and fﬂﬂ: ng them to start from n -~ server to play with their friends. Most gnmn
scratch. Many public servers treat griefi consoles also need un unﬂu suhurrp ion to

ng as a
offen ders. .
sevars ce and frequently ban offen - mﬁlﬂrmr;-mm .:lp.mhﬂ #ﬂmhﬂ can a
T
N ADDI'C'IWENESS r
| Minecraft's atively
T )
be extremaly gratifying. This can make the game
mpie e -~
mm ore wl::::ll‘rtnllr ?;‘l::ﬂvlthi .

Advice for Parents & Carers ,!

.RESEARCHCOHTENTCREATORS CHOOSE THE RIGHT MODE H‘ HOST A PRIVATE SERVER

There are a lots of Minecraft conten Selecting ‘Creative’ or "Peacelful’ mode allows The easiest way to find a safe server for
creators who release helpful u‘ldm uhcm the s, children lay Minecraft without having to = rlnurnhllu to play on is to make one
w YouTube and Twitch. Not all of th contend with enemles. It's also a great for asting a server pravents strangers fro
, are suitable for children. Watching these you to used to plu'flrlig the game with m, unless been given the monsunr
content creators’ channels yourself first Is a sofe since difficuity level is lower. This allows you detalls. A privote server also lets you m ml
to find riate Minecraft videos to share to work together ona m -1]t cfvlutlng- allowed to enter and - If n-unu?'h
wl r children. This also helps you learn more lom-thlng special wit the threat of mnunlng someone who shouldn’t be there II Is tlu closest
the game itself, and how your ehlld plays It rombles of creepers damaglng your bulld equivalent to parental controls in
R B ——— H L 1 e "|-
- ENCOURAGE BREAKS TALK ABOUT STRANGERS
It's easy for the hours to f whila child is playin At some in their | almost neads to have
mn.mm s0 remindin, n".ﬁmm lar I:riukp :vi- Eu-ntlnl. Hnm:tm stran hﬁh '"?nnrr:ur child about online
This is a useful way for them to learn time mmnmm. which safety, therefore, is uﬂnnﬂul asis n in place for
g:rll benefit from as they get clder. It will also teach to play dealing with any hostile or difficult stran naure t child knows
favourite games in moderation - limiting addictive bahaviour and never to tell a stranger about themselves online, and that they should come
. allowing them anunug- their day better. to you straight away if they do encounter a problem.
- Eh B - . :

Meet OQur Expert

Clare Godwin (aca. Lunawolf) hos worked as an editor and
joumalist in the gaming industry since 20015, providing
websites with event coveroge, reviews and goming guides.
She i= the owner of Lunoweolf Gaming and is curmently
working on various gaming-related projects inchsding
game development and writing non-fiction boolks.
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Users of this gulde do so at their own discretion. Mo llability l& entered into. Current as ol the date of release: 29.08.2022
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